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Abstract

We describe the use of argument modulation for the ro-
bust watermarking of multimedia documents. Unlike am-
plitude modulation, argument modulation uses position
in a (transformed) sequence of multimedia bytes to en-
code information. The distinctive features of the scheme
are: it requires the original image for detection; the wa-
termark is invisible without requiring the absence of cor-
relation in the watermark (so, for example, the watermark
can be a logo); it is consistent with private key encryp-
tion; it is non-invertible; it is not incorporated additively.
The last-mentioned feature makes this watermark more
difficult to remove than other watermarks. We show with
examples that argument modulation is exceptionally ro-
bust to common accidental attacks and we describe the
difficulties of using intentional attacks to destroy the wa-
termark.

1. Introduction

Recent increase in the accessibility of computational
power, magnetic storage and the internet has led to a pro-
fusion of digital multimedia documents and their distri-
bution over the internet. With the ease of making perfect
copies of digital multimedia documents and distributing
them, it is necessary to provide some kind of protection
for copyright owners. Robust, invisible watermarking of
multimedia documents is being suggested as a means of
such protection. It has other uses as well [1]. In this pa-
per, we describe a robust watermarking method in detail
for still images and the extension to sound, video and any
other multimedia document is straightforward.

For robustness the watermark must be inserted in a re-
gion of perceptual significance (low and middle frequen-
cies) [2, 3, 4, 5] so that any damage to the watermark
includes damage to the perceptual quality of the image.
Further, for the watermark to be invisible, it must not
be strong in regions of great perceptual significance (low
frequency regions). This implies a clear trade-off between
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watermark perceptibility and robustness. There is consid-
erable literature on addressing this trade-off for methods
that are additive in the watermark. There are also trade-
offs among robustness, visibility and information content
of a watermark, though there is not much literature ad-
dressing this.

Most published methods for robust, invisible, watermark-
ing [2, 4, 5, 6, 7] add the watermark to transform or pixel
values, and these methods are hence linear with respect
to the watermark. Much is known about linear systems
and this knowledge is available to an adversary, making
most existing methods more vulnerable to attempts at
removal [8]. Further, additive methods are particularly
vulnerable to additive noise and to changes in brightness.
Lastly, additive methods increase the image power, even
if only slightly.

Other methods [9, 10] enforce constraints on the ordering
or differences or linear combinations of transform (block
Discrete Cosine Transform - DCT, usually) values. While
these methods are resistant to noise, they are not partic-
ularly robust to other operations. One other method [3]
hides the information in the phase of the Discrete Fourier
Transform (DFT). Finding the phase is a very messy pro-
cess, and the computational complexity and numerical
error of such a method are undesireable. Further, the
phase is extremely susceptible to translations of the orig-
inal image. IBM’s published, copyright protection, invisi-
ble watermarking method [11] consists of multiplying the
amplitude of the image by the watermark. This method,
like all the other methods, is vulnerable to attack because
it encodes information in the amplitude of the image.

While the details of the different methods vary as each
author proposes different ideas for invisibility or robust-
ness, and ways to obtain some degree of both, the crucial
similarity among all these methods except for [3] is that
they are based on hiding the information using the am-
plitude of the pixel values or some linear transformation
of them.

We propose a method completely different from the exist-
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ing methods. We propose that instead of hiding informa-
tion in the amplitude of a linear transformation, it be hid-
den in the argument of an invertible linear (or non-linear)
transformation of the image. This makes the watermark-
ing technique a non-linear operation with respect to the
watermark. We expect this method to be more robust
to both enhancement of the image (or accidental attacks)
and (intentional) attacks. We also expect this method to
hold more information for the same degree of watermark
perceptibility.

While benefitting from the advantages of being different
from the existing schemes, we can use all the past work
done in identifying frequency ranges of perceptual impor-
tance [2, 5] as well as work done on extending watermark
detection on perfectly registered images to watermark de-
tection on cropped, rotated and/or scaled images [5] - be-
cause this work is not specific to amplitude watermarking.

The method described here is robust to common image
transformations like compression, contrast enhancement,
brightness variation, conversion to grey-scale, blurring
and sharpening as long as these operations preserve the
perceptual quality of the image. This method has suf-
ficient in-built protections to make conscious watermark
removal by an adversary a difficult task. The watermark
is non-invertible [12] - i.e. an adversary cannot undo it
and claim that the original image with the watermark
subtracted is another valid image within the framework of
the scheme. Further, unlike other watermarking schemes,
considerable correlation in the watermark does not com-
promise the invisibility of the watermark. At the same
time, encoding the correlated message in an uncorrelated
manner should only strengthen the security of the scheme.

The proposed method provides the following advantages
over most other schemes:

1. It is possible for the watermark to have considerable
structure and still be imperceptible because it is not
added to the amplitude of any linear tranformation
of the image.

. Watermark removal is more complicated because it
involves going to the argument in the transform do-
main.

It is possible that the manner of incorporation also
allows incorporation of more information in the wa-
termark for a given degree of watermark robustness
and perceptibility, but this is not yet clear.

This paper is organized as follows. Sections 2 and 3 de-
scribe the method in outline and in detail respectively.
Section 4 describes the robustness of the method by de-
tailing the results of transformations of an image water-
marked using the method. Section 5 presents conclusions.
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2. Basic Method

Let f(i,j) represent the (i,j)* pixel in the image. Let F(k,l)
represent the (k,1)t" value of the transformed image f(i,j).
For example, F could be the DFT or block-DCT value of
the image. It could also be the Walsh, Hadamard, Dis-
crete Hartley or Discrete Wavelet transform value of the
image. It could also be any other, hypothetical, invertible
(even if non-linear) transform of the image. Let g(i,j) be
the watermarked image and G(k,l) its transformed image.
Let w(i,j) be the watermark.

2.1 Insertion

Choose a range of argument values in the transform do-
main that retain sufficient perceptual information so that
destroying the watermark will destroy image quality, but
make sure that these are not values that are perceptually
dominant [7]. From among these values, choose a proper
subset based on the private encryption key. Let S denote
this subset.

(1)

{ (k1) €S

else

where «a, 3, v and 6 provide affine conversions between
values of w(k,]) and values of the argument shift. Obvi-
ously, the conversions do not have to be affine. Further,
the watermarks for the k and 1 directions could be dis-
tinct, reducing redundancy and robustness but increasing
hidden information content. If w(k,l) is a colour water-
mark, each frame of the watermark can be inserted in each
frame of the image in the above manner. If the transform
of a single image consists of two different images (as in the
DFT) the same watermark or different parts of the water-
mark can be inserted in each transformed image with well-
known tradeoffs among redundancy, information content
and robustness.

G(k,1)

Fk+axwk,l)—~,14+ 8 xwlk,l) —0)
F(k,0)

To reduce the possibility of an attack where an adver-
sary claims the watermarked image as an original and
the negative watermark as their watermark (and hence
the original image as their watermarked image) [12] we
change equation (1) to the following:

G(k,1) = F(k + Akl + Al) (2)

where:
Ak

= +/— (axwlkl) + 7) (3)

depending in some manner on F(k,l) - for example, on
the value of the i*” bit of F(k,1). Similarly with Al. Ob-
viously, there are other ways of ensuring that the water-
mark insertion into the argument is non-invertible (and
image-dependent).
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2.2 Detection

Detection of the watermark is performed using the orig-
inal image and the range of argument values in which
the watermark was inserted. The transformed candidate
image I(k,l) over the specified range of arguments is com-
pared to the values of G(k,l) from equations (2) and (3)
for every possible value of w(i,j). If w(i,j) takes on values
from the set {S;,}i=V, then its estimate, (i, j) is:

(4)

w(i,j) =

IESk |G(Z,_])—F(Z+C¥XJ,'—’Y,]—FBXI—(S”

This may be calculated separately for each frame in which
the watermark is inserted. If the watermark insertion has
some degree of redundancy - for example a binary water-
mark inserted in the DFT of a colour image will be in-
serted in six frames - the watermarks detected from each
image may be added together and the resulting image
thresholded, or the detected watermarks may be logically
anded together. A redundancy helps make the method far
more robust. The redundancy can be used in a far more
stringent form by looking at all six frames together and
choosing a best fit for all six frames simultaneously. Dif-
ferent ways of using the redundancy do not change the
method in any fundamental manner, and error control
coding to encode the watermark would be extremely use-
ful and would fit into the framework we have described.

3. Details

1. Generate watermark.

The watermark is a two-dimensional distribution of
intensities. It may be colour, grey-scale or binary
with increasing robustness. We have found binary
to be the most practical. The watermark may be
an encrypted, error-control coded message or an un-
encrypted, unencoded company logo. The former is
more secure. The size of the watermark and whether
it is binary, grey-scale or colour depends on the re-
quired degree of robustness, the required amount of
information to be hidden, and the computational
complexity of the detection procedure which depends
on the number of levels in the watermark.

The intensity distribution in space of the watermark
(i.e. the watermark image) affects the robustness of
the technique - especially if the watermark is highly
correlated with itself. Hence, the values and their
positioning with respect to perceptually significant
transform arguments affects the perceptibility and
robustness of the watermark. Thus watermark de-
sign depends on both the nature of the information
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to be transmitted and on the optimal watermark for
the expected data set of images.

For a 512 x 512 image we used a binary watermark
of size 150 bits.

2. Insert watermark.

e Choose the transform in which to insert the
watermark. The results we present here use
the DFT. Other possibilities include DCT and
block-DCT, wavelet-based transforms, Walsh,
Hadamard and Discrete Hartley transforms. As
with other watermarking methods, global trans-
forms provide more robustness and also more
perceptibility of the watermark.

e Choose the argument range for embedding the
watermark. This choice can be standard for
all images or can be image-dependent. We are
working on a method for an image-dependent
choice. For the DFT this choice will focus on
the ‘middle range’ of frequencies because of the
trade-off between robustness and perceptibility.
We used the frequency range around 0.2 times
the bandwidth.

e Choose the step-size in argument that corre-
sponds to a unit value of the watermark image,
and also choose what zero corresponds to - i.e.,
choose a, 3, v and 4. In the images we show
here we used a step size of 2 units corresponding
to a white, and 0 units for a black value. The
step size too can be image-dependent and can
also change over a given image depending on
the perceptual importance of a certain range of
arguments. Both step-size and frequency range
should be chosen so that the watermark is just
imperceptible and so that detection is close to
unique. We are working on details of this as-
pect.

e Insert watermark as described in equation(2) by
first finding the transform, then inserting the
watermark in the argument and then finding the
inverse transform.

3. Detect watermark

Using the original image, the argument range for the
original image and the argument step size of the orig-
inal image, retrieve a detected watermark from the
candidate image as described in equation (4). Com-
pare this to the inserted watermark. Do this for
many different estimates of cropping, scaling, rota-
tion and translation as in [5].
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4. Results

Here we present the results obtained on one sample image
using the parameters specified in the previous section. In
each of the real and imaginary frames in each of the colour
frames, we inserted three copies of the watermark. We
performed common image processing operations on the
watermarked image to test the robustness of the water-
mark. After each operation, we detected the watermark
by detecting three marks in the magnitude frame of the
DFT of each colour frame and then finding the average
of the nine watermarks. As a performance measure, we
counted the fraction of bits that were recovered correctly.
Table 1 shows the results.

Detecting the watermark after geometric transformations
requires an estimate of the transformation. Some meth-
ods [5] require the estimate be performed by a human. We
padded the smaller images using zeroes after cropping.
The scaling results shown here assume perfect registra-
tion and are resized to the original using subsampling or
pixel replication depending on whether the watermarked
image size is more or less than that of the original.

The method is least robust to geometric transformations
- this is true of almost all robust watermarking methods.
The method is remarkably robust to all other transfor-
mations.

5. Conclusions and Future
Directions

Hiding the information in the argument of an invert-
ible transformation of the image appears to be robust
to most transformations. The method described here can
be improved upon by developing more complex image-
dependent techniques to determine the parameters (step-
size and whether it is constant or changes over the im-
age; range of arguments to be changed; binary, grey-scale
or colour watermark; type of watermark) of the method.
Further, the method can easily be applied to audio and
video streams, where application scenarios for watermark-
ing as a means of copyright protection are more plausible.
Lastly, a framework for the study of the robustness of, and
information content in, non-linear watermarking schemes
is necessary before one can theoretically compare the ro-
bustness of this scheme with that of schemes that modify
amplitude.
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Table 1: Fractional Watermark Recovery

Operation Operation Strength Fractional
Type of Degradation Recovery
Geometric Cropping 4% 0.71
Rotation 5 degrees 0.61
Translation 20 pixels 0.9
Scaling 2 1.0
1.1 1.0
0.5 0.94
0.33 0.81
Colour Grey-scale 0.94
Brightness Change +50% 1.0
+75% 0.98
+100% 0.99
+150% 0.97
+200% 0.96
Saturation Change +50% 1.0
+75% 1.0
+100% 1.0
+150% 1.0
+200% 1.0
+300% 0.99
+400% 0.99
Linear colour many 1.0
correction matrices
Spatial Dithering 1.0
Domain Gaussian Blurring s.d. = 1.25 pixels 0.91
s.d = 1.5 pixels 0.77
Rank Order Median (rank = 5) 0.99
Filtering Dilation (rank = 9) 0.84
3 by 3 Erosion (rank = 1) 0.87
window
Unsharp mask sharpening 0.99
sharpening factor = 95%
Frequency JPEG quality 0.89
Domain compression factor = 10%
Amplitude Repalletization 256 colours 1.0
16 colours 0.98
16 colours with 0.91
Floyd-Steinberg
8 colours 0.91
8 colours with 0.91
Floyd-Steinberg
Requantization from 3 bits 1.0
8 bits/channel to
2 bits 0.89
1 bit 0.79
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